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About this Talk

® |earn about Sysinternals tools and techniques for analyzing
and cleaning malware

® Professional antimalware analysis requires
® But even for professionals, Sysinternals tools can prove useful

® Analyzing:
® Understanding the impact of malware
® Can be used to understand malware operation
® Generates road map for cleaning infestations

® Cleaning:
® Removing an infestation of a compromised system

® Attempting a clean can also reveal more information about
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Malware Cleaning Steps

® Disconnect from network

® Identify malicious processes and drivers

® Suspend and terminate identified processes
® Identify and delete malware autostarts

® Delete malware files

® Reboot and repeat
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[dentifying Malware
Processes
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What Are You Looking For?

Investigate processes that...

...have no icon
...have no description or company hame
..unsigned Microsoft images
...live in Windows directory or user profile
...are packed

...Include strange URLs in their strings
...have open TCP/IP endpoints

...host suspicious DLLs or services
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What About Task Manager?

® Task Manager provides little information about images that
are running
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Process Explorer

® Process Explorer is “Super Task Manager”

® Has lots of general troubleshooting capabilities:
® DLL versioning problems
® Handle leaks and locked files
® Performance troubleshooting
® Hung processes

® We're going to focus on its malware cleaning capabilities
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Process Explorer 2010 Updates

® \ersions 12 and 14 included many enhancements, big and small:

® Network and disk
activity Process

Multi-tab system S Elsysen
information

Tree CPU usage

Improved DLL scanning algorithm
Command-lines in process tooltips
Svchost information

Service threads

NET assembly information
Support for > 64
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More precise CPU accounting

® Task Manager, Resource Monitor and older Process Explorer
versions use time-slice accounting

® Whatever thread is executing at a timer tick (typically 15.6ms) is
charged for the entire time slice

® Charge is kernel mode if thread is in kernel mode, user mode for
user mode

® Process Explorer v14.1 uses cycle counts
® Full cycle count usage on Win7/Server 2008 R2 because of new API
® On Vista uses cycle counts to detect < time slice
® On XP uses context switches to detect < time slice

® Sub 0.01 usage is shown as < 0.01
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Process Explorer v15: GPU Monitoring

® Captures GPU utilization and memory usage
® System-wide |
® Per-Process
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The Process View

® The process tree sort shows parent-child relationships

® Icon, description, and company name are pulled from
Image version information

® Most malware doesn’t have version information

® What about malware pretending to be from Microsoft?
® We'll deal with that shortly...

® Use the Window Finder (in the toolbar) to associate a
window with its owning process

® Use the Search Online menu entry to lookup unknown

Processes

® But malware often uses totally random or pseudo-random names
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Refresh Highlighting

® Refresh highlighting highlights changes
® Red: process exited
® Green: new process

® Change duration (default 1 second) in Options
® Press space bar to pause and F5 to refresh

® Cause display to scroll to make new processes visible with
Show New Processes option

® We'll see how to spot short-lived processes later...
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Process-type Highlights

® Blue processes are running in the same security context as
Process Explorer

® Pink processes host Windows services (we'll look at services
shortly)

® Purple highlighting indicates an image is “"packed”
® Packed can mean compressed or encrypted

® Malware commonly uses packing (e.g. UPX) to make antivirus
signature matching more difficult

® Packing and encryption also hides strings from view

® There are a few other colors, but they're not important for

malware hunting
Copyright © 2011 Mark Russinovich



Tooltips

® Process tooltips show the full path to the process image

® Malware more often hides behind Svchost, Rundll32 and
DIlhost

® Tooltip for Rundll32 processes shows hosted DLL
® Dllhost tooltip shows hosted COM server

® Tooltip for service processes shows hosted services
® Services covered in detail shortly...
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Detailed Process Information

I _'1- POWERPMNT.EXE: 2556 Properties

® Double-click on a process to
see detailed information

® Image tab:

® Description, company name,
version (from .EXE)

® Full image path

® Command line used to start s xorer exe(3396)
p ro C e S S E_i::rrt:e d: :-T;E :II;I:-III:I'E;'-F'IHUIT:' 12/2009  Image: 32-bi

Comment:

® Current directory
® Parent process

® User name

@ Start time

Data Execution Protection (DEF) Status: DEP

Address Space Load Randomization: Enabled

Copyright © 2011 Mark Russinovich



Windows Services

® Services can start when the system boots and run
iIndependently of the logged-on user

® Examples include IIS, Themes, Server, Workstation, ...

® Can run as their own process or as a service DLL inside a
Svchost.exe

® The services tab shows detailed service information:
® Registry name (HKLM\System\CurrentControlSet\Services\...)
Display name
Description (optional)
DLL path (for Svchost DLLs)
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Image Verification

@ All (well, most) Microsoft code is digitally signed
® Hash of file is signed with Microsoft's private key
. Eignature Is checked by decrypting signed hash with the public
ey
® You can selectively check for signatures with the Verify
button on the process image tab
® Select the Verify Image Signatures option to check all
® Add the Verified Signer column to see all

® Note that verification will connect to the Internet to check
Certificate Revocation List (CRL) servers
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Sigcheck and ListDlls

® Scan the system for suspicious executable images
sigcheck -e -u -sc: \

® ook for same characteristics as suspicious processes
® Be especially wary of items in the \Windows directory
® Investigate all unsigned images

® ListDlls will scan running processes for unisigned DLLs

| I1stdlls - U
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Strings

® On-disk and in-memory process strings are visible on the

Strings tab
® There's only a difference if the image is compressed or encrypted

® Strings can help provide clues about unknown processes
® Look for URLs, names and debug strings

® You can also dump strings with the command-line Strings
utility from Sysinternals

strings <file>
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The DLL View

® Malware can hide as a DLL inside a legitimate process
® We've already seen this with Rundll32 and Svchost
® Typically loads via an autostart
® Can load through “dll injection”
® Packing highlight shows in DLL view as well
® Open the DLL view by clicking on the DLL icon in the
toolbar
® Shows more than just loaded DLLs
® Includes .EXE and any “memory mapped files”

® Can search for a DLL with the Find dialog

® DLL strings are also viewable from the DLL menu
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Loaded Drivers

® There are several tools for viewing configured drivers:
® Start->Run->Msinfo32
® Builtin SC command: sc query type= driver
® Device Manager with View->Show Hidden Devices
® Process Explorer DLL view for the System process shows
loaded drivers
® Even drivers that delete their image files
® Same path and version info as standard DLL view

® Usually they're not stoppable
® Delete their files and autostart settings later

Copyright © 2011 Mark Russinovich



Terminating Malicious Processes

® Don't kill the processes
® Malware processes are often restarted by watchdogs

® Instead, suspend them
® Note that this might cause a system hang for Svchost processes
® Record the full path to each malicious EXE and DLL

® After they are all asleep then kill them
® \Watch for restarts with new names...
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Cleaning Autostarts
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Investigating Autostarts

® Windows XP Msconfig (Start->Run->Msconfig) falls short
when it comes to identifying autostarting applications

® It knows about few locations
® [t provides little information
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